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Abstract 
Digital privacy tends to be understood as the “top-down” regulation and control of personal information on the behalf of corporate 
and governmental institutions, realized through various policies and practices. While smartphone manufacturers increasingly 
innovate and alter their policies and practices to reflect new and ongoing cyber challenges, they tend to emphasize the protection of 
personal information in the form of content data. On the other hand, there is metadata: the measurements and math of content data. 
Abundant and ubiquitous in their discrete movements, they are the most precious commodity in the world of big data mobile 
analytics. Smartphone metadata are also one of the most pressing privacy concerns precisely because it is exceedingly difficult to 
see, study, and analyze. However, there is another realm through which digital privacy exists: a realm where the inability to see and 
study metadata is unacceptable. This entirely differently realm is comprised of jailbreakers—a network of hacktivist programmers 
injecting software-based “tweaks” into Apple mobile devices in ways that reveal metadata to users and allow users to control them. 
By doing so, jailbreakers allow users to build previously unrealized relationships with metadata and thereby radically distinguishing 
“top-down” Digital Privacy from “bottom-up” digital privacy. Although Apple has routinely resisted jailbreaking citing fears over 
device instability, user security vulnerability, and Terms of Use violations, this article reveals that many key privacy-first 
jailbreaking tweaks undermine Apple’s ability to monopolize metadata flows. Theorised through a cybernetic governmentality, this 
intervention demonstrates the extents to which Apple goes to reify its profit-first vision of information protection, one which 
insulates many metadata flows from its users. Through this theoretical approach, we as analysts can critically glean awareness of 
the politics of the (in)visibility and (il)legibility of metadata and the role they play in the discourse on digital, mobile data protection. 
 

Introduction 

People might not have a duty to help someone else. But they do have a duty to refrain from 
harming them. That’s one way to understand Apple’s empty message about privacy. Tim 
Cook talks a big game, but at the end of the day, his company allows the surveillance-
capitalism atrocities it claims to oppose. 

—Ian Bogost, January 31, 2019 
 
At a privacy conference in Brussels last year, Apple’s CEO, Tim Cook, declared privacy a human right. He 
called upon the United States to restrict data collection. He called upon his government to improve data 
protection. He also called upon them to educate users about the nature of data creation, circulation, and 
control. In the face of many who herald Apple as a bastion of privacy (Fleishman 2007; Hill 2011; Grothaus 
2018), Bogost’s response to Cook is particularly poignant. Bogost revisits Cook’s declaration in response 
to a privacy issue stemming from an ongoing battle between Apple and Facebook. Zuckerberg’s company 
was caught paying young people to install a “research app” onto their iPhones to extract massive amounts 
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of data from their devices that Facebook leveraged to develop its data business strategies. Apple shutdown 
the program. But to Bogost, this was hardly enough. In fact, the response was ironic. While Tim Cook 
decries the need for greater accountability, his company fails to properly address the nature of privacy 
violations intimately embedded within and connected to billions of its devices. The global network of data 
marketers and advertisers, and the virtually endless array of metrics and analytics tools they use to profile 
millions of people around the globe, happens discreetly. Apple devices provide no obvious way for users to 
learn about these processes, nor are they provided a straight-forward way of intervening in them. If Cook 
was right about one thing, it is indeed that education is required. But an educational project starts within the 
iPhone—not without. What is required is an exposition of hidden processes. The project depends upon 
looking into the black box to understand digital privacy differently. 

Digital privacy tends to be understood as the “top-down” regulation and control of personal information on 
the behalf of corporate and governmental institutions realized through various policies and practices. While 
smartphone manufacturers increasingly revise their policies and practices to address new and ongoing 
challenges, they emphasize the protection of personal information in the form of content data. On the other 
hand, there is metadata: measurements, such as the math of content data. Abundant and discrete in their 
movement, they are the most precious commodity in the world of big data mobile analytics. Smartphone 
metadata are also one of the most pressing privacy concerns precisely because they are exceedingly difficult 
to see, study, and analyze.  

However, there is another realm through which digital privacy exists: a realm where the inability to see and 
study metadata is unacceptable. This entirely differently realm is comprised of jailbreakers—a network of 
hacktivist programmers— injecting software-based “tweaks” into Apple mobile devices in ways that reveal 
metadata to users and allow users to control them. By doing so, jailbreakers allow users to build previously 
unrealized relationships with metadata and thereby radically distinguishing “top-down” Digital Privacy 
from “bottom-up” digital privacy. Although Apple has routinely resisted jailbreaking citing fears over 
device instability, user security vulnerability, and Terms of Use violations, this article reveals that many key 
privacy-first jailbreaking tweaks undermine Apple’s ability to monopolize metadata flows.  

Theorised through a cybernetic governmentality, this intervention renders Apple’s iOS mobile operating 
system as a control system that functions in two closely related, mutually reinforcing ways. First, iOS’s 
design maximizes user input through visual and tactile feedback mechanisms as a means of recursively 
producing metadata flows that are central to Apple’s business model. Second, iOS’s design and layout guide 
user behavior in a way that reifies a specific, narrow definition of privacy that deters attention and interest 
in said metadata and metadata flows. In response, this intervention then turns its theoretical lens towards 
jailbreaking and its software-based interventions (or “tweaks”) as a form of resistance. Theorised in terms 
of “positive feedback” and “oscillation,” this intervention demonstrates how such efforts relinquish control 
of metadata not only to challenge Apple’s monopoly over them, but to also allow users to build a relationship 
with those data. This resistance is important because it reveals that there is indeed an alternative realm 
through which data protection can be realized. It is also valuable because it narrates the extents to which 
Apple actively seeks to undermine and even subsume such efforts into its own user and data governance 
strategies. 

Through these theoretical observations, we as analysts glean critical insight into two important subject 
matters. The first is the politics of the (in)visibility and the (il)legibility of metadata. While most corporate 
orientations toward data protection frame privacy as their responsibility, they often do so without exposing 
users to, and without allowing them to control, the riskiest data to user security. As has been routinely well-
rehearsed throughout numerous fields critically oriented towards the Snowden revelations, the mass 
accumulation of discrete metadata on communication networks and from mobile devices, coupled with 
highly presumptuous, correlation-driven, claim-seeking motivations driving the big data industry, makes 
the lack of control and understanding of the natures of metadata a serious ethical, as well as analytical, 
problem. Accordingly, this intervention argues that there is a coalescing of mutual interests within the big 
data and smartphone manufacturing industries to maintain the invisibility and illegibility of metadata—not 
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merely because metadata are a primary mechanism of capital, but also because tracing their flows and 
treatment is a risk to big data business models. 

Second, this intervention’s theoretical framing reveals how efforts to discipline and idealize users as data 
inputting (and, as such, system reifying) mechanisms causes a power struggle productive of a new ontology 
of data protection, one which emerges through tinkering, tampering, and experimenting. While there is 
considerable scholarly resistance to hacktivism as a legitimate form of political expression, a cybernetic 
governmentality reveals that the iPhone as an object is also a medium for re-engineering sociotechnical 
assumptions about the “how” and “what” of user privacy. Cybernetics is as synonymous with 
communication and control as it is instructive of when communication and control fail. Even if that failure 
is but a brief moment in time, corporations lose control over the flow of metadata. This is particularly true 
in the case of Apple iPhone devices. Through jailbreaking efforts that introduce foreign privacy-oriented 
software, the iPhone’s operating system opened-up. New data and coding instructions are inscribed that 
offset Apple’s prevailing cybernetic order. It is from within this offsetting that this intervention asks critical 
thinkers to distinguish “Digital Privacy” from “digital privacy.”  

This paper unfolds in four parts. The first introduces cybernetics and its core principles of negative feedback, 
positive feedback, and oscillation. This section also reviews the influences of this theory upon the 
engineering, communication, and computation sciences to demonstrate the implied intimacy of cybernetics 
upon contemporary programming and mobile operating system design and treatment strategies. The second 
discusses Apple’s privacy policy and Apple’s self-serving relationship with metadata. Part three applies this 
intervention’s theoretical framework in a two-part analysis of Apple’s iOS as a control system. Part four 
turns to jailbreaking, specifically ProtectMyPrivacy (PMP), to demonstrate how it resists Apple’s iOS as a 
control system in the name of relinquishing metadata to the user’s purview, understanding, and control. 

Part One: A Cybernetic Governmentality 

Cybernetics emerged in the 1940s as a scientific theory about the nature of communication and control 
systems in machines and living bodies. While cybernetic theory made numerous transdisciplinary impacts 
throughout the twentieth-century, it made a particularly important philosophical one regarding how 
information relates to technology: through the transformation of measurement data into goal-oriented 
information. By intellectualizing machines and living entities in terms of their ability to assess, correct, and 
(re)configure themselves in their pursuit of a specific objective, cybernetics contributed a framework for 
thinking about autonomy. This framework is premised upon key two notions: feedback and oscillation. 

For example, consider how a ship pursues its destination via a guidance system that transforms measurement 
data into navigational information. A number of variables are measured, such as fluctuations in wind speed 
and water currents, and are subsequently rendered as “corrective” instructions to assist the ship in staying 
on course. This corrective information is visible to the ship’s pilot, who monitors the navigational process. 
The pilot can also intervene in the guidance process, which depends upon the guidance system sharing its 
data and recommended navigational corrections. This interaction represents what is meant by “feedback”: 
the return of the information the control system produces to the pilot and the control system itself—who are 
equal cogs in the overall control system—so that it may be fed back into the system as a basis for 
improvement. There are two kinds of feedback: negative and positive. Negative feedback refers to 
information that enables positive change. It is productive feedback. Conversely, positive feedback is 
information that causes instability. Like the ways in which over-steering by the pilot can push the ship off-
course, positive feedback is actively resisted and corrected by a cybernetic system. Positive feedback is 
dangerous to a system’s goal-oriented pursuit precisely because it can cause uncontrollable “oscillation.” 
While the term generally refers to the regular back and forth movement inherent in any system, such as the 
swaying of a ship in the water, too much positive feedback “may lead to very clumsy behaviour if [it] is 
inadequately damped” (Rosenbleuth, Wiener, and Bigelow 1943: 20). This kind of feedback resists the 
system’s order and challenges its ability to govern itself. 
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The root of the term cybernetics derives from the Greek language meaning “steersman” and “governance.” 
Or, as emphasized by early Platonian thought, the study of self-governance (Plato and W.R.M. Lamb 1927). 
Situated within the Foucauldian framework of governmentality, meaning “to conduct conduct” as iterated 
through the wedding of government to both rationality (Foucault 1990) and mentality (Dean 1999), a 
cybernetic governmentality thus refers to the guidance of behavior via a control system. To intellectualize 
cybernetics as a framework for governmentality is not new. Rindzevičiūtė (2016) astutely unpacks the 
intersection of cybernetics and governmentality in the context of how the Cold War era policies of both 
Soviet and Western governments compelled docility through the creation of cybernetic-like self-governance 
strategies. Within a contemporary context, cybernetics continues to levy itself as a framework for thinking 
about governance, particularly given its longstanding, paradigm-forming influence on the computational 
sciences (Heylighen and Joslyn 2001).  

Traceable as early as McCulloch, Pitts, and von Neumann’s pioneering of neural networks in 1943 (Halpern 
2014: 233), cybernetics is a particularly useful framework for governmentality due to the way it lives on in 
the heart of contemporary technoscientific sensibilities, ethics, and ideas pertaining to the design and 
maintenance of purposive sociotechnical systems (Pangaro 2016: 9). From John Mashey’s (1999) early 
conceptual pioneering of big data as the inextricable entangling of humans and machines into infinite 
feedback loops, cybernetics is immanently constitutive of big data itself (Rahebi 2015) and is responsible 
for a radical shift from biopolitical strategies to ones highly reminiscent of the cybernetic principles of 
maintaining efficient, reliable, and feedback-oriented control loops (Danaher et al. 2017). As Lyon (2014: 
7) argues, “what is assumed to be normal and correct behaviour is embedded in circuits of consumer (or 
employment, health, or education) practices.”  

As an extension of Rindzevičiūtė’s “systems-cybernetic governmentality,” this intervention looks at the 
wide(r) horizon of attitudes, beliefs, and practices that drive Apple as a manufacturer of ways of behaving 
when using its smartphones and a manufacturer of ways of thinking about data and digital privacy that reify 
capital pursuits. The following section begins to constellate together the assemblage of documents, 
declarations, technologies, and techniques “which draw upon technoscience for the meanings and 
instruments enabling action” (Rindzevičiūtė 2016: 6–8) to establish how Apple forms relations between 
itself and the iPhone user and encourages usage and understanding in ways that, as discussed later, cultivate 
positive feedback that offsets and interrupts Apple’s efforts.  

Part Two: Apple’s Privacy Policy 

To critically understand data and digital privacy in the context of iOS as a control system, we must first 
understand how Apple “officially” defines data and digital privacy. Apple’s policy framework for digital 
privacy, and how it subsequently conveys ideas to its users and clients about the kinds of data that require 
protection, directly reflects the company’s definition of “personal information”: “data that can be used to 
identify or contact a single person… name, mailing address, phone number, email address, device 
identifiers, IP address, location information, credit card information” (Apple 2018a). While some of these 
categories are akin to what we as critical thinkers might otherwise identify as a kind of metadata, they are 
categorically distinct from the discreet, internal flows of metadata of concern. Apple’s definition tends to 
ontologize any such data more closely to what is meant by content data—that which holds a self-evidently 
alphanumerical meaning that is far less dependent upon the semantic interpretation and flexibility required 
in order to mobilize device usage measurement metadata into a discrete commodity. Nevertheless, Apple’s 
(2018a) privacy policy is explicitly revealing in terms of what kinds of data it does not govern in the name 
of user security and privacy: 

We also collect data in a form that does not, on its own, permit direct association with 
any specific individual. We may collect, use, transfer, and disclose non-personal 
information for any purpose… we may collect information such as occupation, 
language… unique device identifier, referrer URL… Apple’s websites, online services, 
interactive applications, email messages, and advertisements may use “cookies” and 
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other technologies… [to help us] better understand user behaviour… we treat 
information collected by [these] cookies and other technologies as non-personal 
information…. Apple websites, products, applications and services may contain links to 
third-party websites, products, and services… for example, a third-party iPhone app… 
[whereby] information [is] collected, which may include such things as location data or 
contact details, is governed by their privacy practices. 

Apple acknowledges a realm distinctly different from content data. This other realm of data consists of the 
numerical, measurement-oriented, discrete, and otherwise seemingly innocuous risky-yet-profitable 
metadata. The majority of these data is tertiary to content data in the sense that the data manifest as 
measurements. What makes this category of metadata of particular interest here is that it is not governed or 
protected by Apple’s privacy policy. Moreover, any Apple products, devices, technologies, or mechanisms 
that play a role in creating, collecting, and circulating metadata as enacted via third-party sources—such as 
applications installed onto an iPhone from the App Store—are similarly unprotected by Apple’s privacy 
policy. Rather, third-parties are said to govern and protect that metadata themselves.  

Apple has invested considerable effort into marketing its smartphone devices to include the corporation’s 
commitment to encrypting data within smartphones and data transmitted from them as a reflection of what 
is called “local differential privacy” (Apple 2018a). According to Apple’s policy, the corporation needs to 
look at small datasets and data flows in order to improve upon its products. But prior to collecting these 
data, it undertakes efforts to anonymize the source and potentially revealing categorical indicators of 
smartphone data. While Apple also implies in its privacy policy, as well as in its marketing campaigns, that 
it is not in the business of selling user data, there are two important points to be made to clarify what it 
means by this. First, the claim that Apple does not sell user data itself is a fallacy. While the corporation 
does not engage in business models similar to those of Facebook and Google, its advertising policy explicitly 
states that it sells data to ensure advertisement relevancy (Apple 2019). Secondly, and more importantly, 
smartphone data are collected, analyzed, and transformed into metrics and analytics profiles and packages 
used by a virtually limitless number of third-parties who prioritize the sale of iPhone data (Frier and Gurman 
2018). As revealed by a study of the top one hundred most downloaded apps on the App Store, nearly half 
were involved in the collection and transmission of at least one form of personally identifiable information 
(Cleary 2018). But there is a network of data metrics and analytics groups intimately invested in the 
collection of application data (Thurm and Kane 2010). It represents a horizon of data treatment, abuses, and 
violations that the user cannot see, negotiate, or control and is largely facilitated through the creation and 
transfer of metadata in the smartphone that the user, too, cannot see, negotiate, or control. 

There are considerable political implications behind Apple’s failure to acknowledge, contextualize, and 
address the large-scale nature of personal information violations inherent in surveillance capitalism. Because 
of the way “security acts on the potential future on the horizon, a future that can only be glimpsed through 
the plural relationships amongst data points,” as Amoore (2014: 104) highlights; government bulk metadata 
collection and analysis premised upon constructing assemblages of “data points to make inferences about 
risk or threat possible” (Amoore 2014: 109) are precisely what corporations are not addressing in their 
privacy policies. Simply put, corporate data protection fails to protect users from algorithmic abuses inherent 
in the routine piggybacking of corporate data flows by government surveillance agencies. The “Internet of 
Things” are objects of (in)security because any and all data transmissions connecting them are intercepted, 
copied, scrutinized, and duplicated by Western governments (Bauman et al. 2014: 121–3). All metadata are 
thus inherently and fundamentally personal.  

Apple facilitates the creation of metadata so that the metadata can be acted upon by third-party application 
developers and their respective analytical endeavours because Apple’s business model depends upon it. 
Alas, metadata are not something that Apple desires to govern because it is precisely the lack of explicit 
acknowledgement and handling that impede its stakeholders’ ability to mine and market metadata. There is 
thus a stake in generating a specific perception about metadata for users, one that beholds content data as 
more pertinent to user privacy and security. And yet, Apple devices do not produce metadata without user 
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input. With the latest generation of smartphones containing at least seven different unique data measurement 
sensors, precisely how each mobile app interacts with, collects, and handles metadata from those sensors 
are technical mysteries to many computer engineering labs (Li et al. 2017). As users interact with their 
devices, virtually endless flows of metadata are instantiated that cannot be easily investigated or tracked, 
and yet are the basis for data mining and analytics efforts (Deng, Gao, and Vuppalapati 2015) propagating 
$33 billion USD in Apple app advertising in 2017 (Dogtiev 2018). To keep Apple’s hands off of metadata 
while encouraging it to be cultivated in the name of profit depends upon a set of practices that directly 
engage smartphone users beyond a privacy policy. These practices are revealed by a cybernetic 
governmentality that looks towards the visual aesthetics and the nature of iOS’s user-machine interactions.  

Part Three: The Cybernetic Governmentality of iOS and the iPhone 

The iPhone’s graphical user interface (GUI)—the layout and visual design of the smartphone and its settings, 
or the user-facing, front-end of iOS—is the first dimension of interest. Since the release of Apple’s first 
mobile operating system—before it was called iOS—Apple maintained a specific visual layout without 
much deviation. The home screen features six-by-four rows of applications, as well as a “dock” providing 
access to an additional four applications or shortcuts, and is designed with ease of access in mind. What 
makes the GUI particularly interesting within the smartphone marketplace is the device’s design restriction. 
iPhone users have never had much control over the layout, orientation, icon profiles, and colour schemes of 
iOS itself, which is a radical departure from the GUI customization marketplace standard. Questions ICT 
journalists and industry professionals have been asking, such as “why does Apple fear customisation?” 
(Schuster 2013) or whether “the walled garden can be ‘opened-up’” (Swearingen 2016), are indicative of a 
widespread curiosity about Apple’s decision to orientate users towards familiarity at the cost of 
customization. The logic driving the decision to constrain customization reflects a marketing belief that 
users will engage more consistently and regularly when they encounter a similarly organized operating 
system across numerous devices over numerous software and hardware releases and updates (de la Riva 
2018). As this intervention demonstrates, the consistency in iOS’s design reflects a desire to recursively 
cultivate user input through the creation of negative feedback. 

Negative Feedback 
The cybernetic notion of negative feedback is a design principle that reflects Apple’s cybernetic priority of 
organizing a system’s component-parts to cultivate input data from, for example, a user’s fingers touching 
the screen. From a design perspective, the lack of customization is significant because it dissuades users 
from superficial concerns. In a 2014 study conducted by NetApplications, Apple mobile devices accounted 
for less than thirteen percent of worldwide handset sales (with Android at eighty-five percent). The study 
also finds that iOS users are seven times more active than Android users in application usage (Spence 2014); 
it is perhaps no surprise that Apple benefits from a disproportionately higher percentage of mobile 
application marketplace revenue through application purchases, as monthly purchase activity more than 
doubles Google App Store marketplace revenue (Katariya 2017). And yet, the App Store’s performance in 
the marketplace is not merely reflective of superior app design or variety. It is also attributable to how 
iPhones present applications, which is done in a way that directly reflects the visual aesthetics of iOS itself. 
Apple actively encourages application developers to mimic iOS visual principles. As exhibited by Apple’s 
Developer Human Interface Guideline, a guide for new application developers seeking to sell their 
applications on the App Store, when designing an application, developers should “provide perceptive 
feedback in response to every [user] action” (Apple 2018b).  

Taking together the GUI, its home screen, and its visual consistency in terms of a presentation of applications 
that closely coincides with the “feel” and “function” of the iOS compels consideration of how and whether 
iPhone users are merely “using” their devices. Rather, users are co-opted into the function and maintenance 
of iOS as a control system to produce metadata. Each and every time a user taps the iPhone’s screen or 
opens an application, they are performing a system function. Those taps represent input that is measured, 
recorded, and translated into teleological instructions. As articulated in a joint study between researchers at 
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Pennsylvania State University and the IBM T.J. Watson Research Centre, the location, pressure, and velocity 
of a user’s thumb and fingers yield a tremendous amount of metadata (Xu, Bai, and Zhu 2012). Through the 
use of invasive algorithms, such as those embedded within Trojan viruses, motion change patterns from the 
collection of thumb and finger tap event data infer sensitive, high-risk user-interaction touch scenarios, such 
as the entering of a password. Screen touches by a finger are not the only kind of metadata-producing events 
that are of high-risk. As exhibited by an alarming inquiry into the life cycle of geolocation by the New York 
Times in December 2018, the ability to de-anonymize metadata to track users and subsequently build 
assumptions and profiles about their behavior is a pervasive concern that far supersedes any device-level 
encryption or anonymization technique (Valentino-DeVries et al. 2018). Nevertheless, the study of the 
screen touch is important because it provides critical insight into the nature of metadata production in a 
smartphone. The screen touch is not the catalyst of data sharing. The motion sensors, which are governed 
by the iOS, recursively produce data that can only be shared with an application once it is granted permission 
to do so. The catalyst is iOS’s implied and subliminal prompting of the user to engage with the device itself. 
iOS essentially establishes a zero-sum relationship with the user whereby the pleasure and enjoyment a user 
receives from the device requires user input that the system actively pursues. If the user does not provide 
input, function is divorced from usage.  

The scenario places the user in a precarious situation, one which directly reflects the input-cultivating 
governmentality exhibited by the device itself. The proliferation of industry-wide security follies throughout 
the late 2000s and early 2010s—to which Apple was a contributor (Arthur 2010; Ngo 2011; Helft 2011)—
compelled many manufacturers to revise the root or kernel level of their operating systems. One such goal 
at Apple was to introduce iOS “sandboxing”: the computational process of separating and isolating running 
applications so that they can be monitored and judged in terms of security risk (Lima et al. 2017). Apple’s 
operating system sandbox system must approve software installed from the App Store. One approval 
mechanism requires the installed software itself to request permission from iOS to collect sensor metadata. 
However, after permission is granted by the user, which happens once, the application must still pass through 
a series of subsequent checks and balances each and every time sensor metadata are made available to the 
application. The zero-sum nature of the “perform or not perform at all” scenario iOS creates between itself 
and its user further reveals crucial sociotechnical insight about the nature of the aforementioned triangular 
relationship. iOS facilitates the creation of thousands of micro metadata creation and transmission events 
that are initialized and recursively maintained by a single touch of the iPhone’s screen.  

This function represents a key feature of the system’s cybernetic negative feedback process. The hardware-
software-user relationship hinges upon the creation, circulation, and collection of seemingly insignificant, 
small, numerical bits of metadata—not merely content data. Metadata are what the system requires to exist 
and function as such. Metadata also catalyze third-party marketing revenue. By maintaining a user-facing 
GUI that prioritises consistency, familiarity, and ease of access, Apple provides the user with a platform that 
encourages users to engage with applications quickly, easily, and often. The user is transformed into a 
component of the smartphone, becoming as central to the function of the system as its hardware. Situated 
within the historical context of user-machine interactions over the past fifteen years, Apple’s institutions of 
account recovery and data transfer iterate the scale and scope at which iOS disciplines users in the name of 
metadata production. What thus makes the sociotechnical relationship between users, software, and 
hardware particularly perplexing is the rate and historical consistency at which metadata are cultivated 
without any meaningful, insightful user awareness.  

For the past five years, Apple has openly celebrated its alleged achievement in granting users “more” access. 
One dimension that Apple has aggressively marketed is its supposed creation of greater user control over 
security and privacy settings. First revealed in iOS4, these sliders are recognizable as a series of digital 
gates. What makes them interesting here is how they position the user as something of a gatekeeper over 
data flow, generating a (mis)perception of control. Apple positions users to experience something akin to a 
disproportionate sense of control, one which they did not historically enjoy. In an operating system that still 
continues to restrict control over visual dimensions, positioning users in charge of data is sociotechnically 
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significant not merely because it socializes users into thinking about privacy in the context of decision-
making about data flows. It is also sociotechnically significant because it is misleading.  

If a user suspects that an application is aggressive or unwanted then certain applications can be restricted 
from accessing and sharing data. This sense of control engenders a specific understanding of “security 
threat” that is central to the maintenance of negative feedback as it is here, at this precise moment of 
interaction, that users are prompted to consider the concept of metadata as a security and privacy concern 
for the first time. By placing a security slider next to “camera access,” for example, the user is encouraged 
to consider whether or not non-alphanumerical data are of importance to them. Within the space of that 
interaction, user decisions are informed in three significant ways. They are informed discursively via 
headlines and media coverage about technological folly and data violations. They are informed by an 
application’s privacy policy, which is something of a mysteriously unknown and moving target for 
developers themselves (Green and Shilton 2017). They are also informed by Apple’s privacy policy. The 
nexus of these bodies of information culminates at the moment where a user decides to drag a slider on or 
off. The former maintains business as usual, while the latter severs the triangular relationship from itself 
altogether. 

The binary arrangement of the “on/off” slider, presented as a “choice,” is thus deeply political. By 
dichotomizing usable and unusable, iOS effectively externalizes security and/or privacy threats to the user. 
At this moment, the device claims sovereignty. It becomes trustworthy because the binary nature of this 
sociotechnical dynamic renders the source of threat beyond the user and the device. Only App Store 
approved applications—and their third-party affiliates—are “othered,” embodying the unknown, the 
barbarian beyond the gate (Salter 2002). They are rendered beyond the virtual border of the iPhone’s digital 
sovereignty and appear to be but guests within the iPhone so long as the user allows them to be. While the 
settings of a smartphone make “possible the very staging of the interface, its colours, language, interaction 
menus, file handling, auto functions, warning messages, security levels, passwords, cooperation with other 
software, networks, peripherals and so on,” they represent the heart of power relations (Pold 2008: 218). 
Alas, the power relations are premised upon binary user-facing decisions premised upon the invisibility and 
illegibility of metadata. 

As Li et al. (2017) argue, a serious issue surrounding digital privacy on Apple devices is the inability for 
users to see, read, and thereby understand the differences between, for example, isolated one-time versus 
continuous real-time GPS metadata events. Despite the fact that the iOS security and privacy settings sliders 
appear to empower user decision making, their binary designs do not display or document these data, let 
alone their differences. The inability to see this kind of metadata further empowers Apple as the purveyor 
of data privacy and security—despite the fact that its privacy policy stipulates that metadata are not 
“personal” enough to warrant its protection. While numerous industry professionals routinely argue that 
users do not care about their privacy (Satell 2014; Tsukayama 2014; Dusharme 2018), an alternative 
perspective argues that the basis of the discourse concerning privacy consciousness disproportionately 
emphasizes the role of technical literacy whilst failing to account for the role that user-facing data discovery 
plays in informing users about the nature of ubiquitous metadata treatment (Gerber 2017). This is an 
intervention into sentiments refuting the belief that users should play a role in seeing, studying, and 
managing their data directly, or at least through the assistance of a mediator such as a data auditor or 
advocacy network. 

The combination of the illusion of control over data flows with the externalization of security anxieties 
outside of the iPhone (squarely placing them upon third-parties) is an intended outcome of cybernetic 
mechanisms central to the operation of iOS as a control system. By recursively steering users, iOS builds 
specific user habits that maintain a circular production of metadata that is predictable and reliable. This 
cycle is a negative feedback loop that formulates the basis of Apple’s wider business model, one that allows 
third-party marketing and advertising networks not only to access users but also to dependably access a 
stream of metadata year over year. A significant political stake thus resides in the inability for the user to 
make these discrete processes visible and legible. While maintaining the invisibility and illegibility of 
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metadata are central to Apple’s business network, it is also a considerable security and privacy problem for 
users. There is no self-evident way to access these discreet flows, making their study, relevance, and 
significance within the wider global context of data (in)security virtually impossible for users on their own 
terms. If there was a way to intervene, what would that look like? How might the iOS’s cybernetic order 
and negative feedback loops be interrupted? As the next section demonstrates, this software introduces 
positive feedback that can harness, offset, and redeploy the device’s discreet metadata flows through the 
introduction of jailbreaking software—an avenue of resistance that radically alters how we understand 
privacy itself. 

Positive Feedback 
All control systems contend with inefficiencies, inconveniences, and errors. Whether from within the system 
due to a failing sensor or externally from a human operator, the control system seeks to efficiently overcome 
these issues as they manifest as extra data or incorrect instructions. These extra data or incorrect sets of 
instructions are what is referred to as positive feedback. Positive feedback’s delivery vehicle—in the context 
of iOS and the iPhone—is jailbreaking: the technical process of modifying a device by removing restrictions 
imposed by a manufacturer. Through the installation of unauthorized software, a user can then add functions, 
parameters, and orders to the operating system that are foreign to it. While jailbreaking is not illegal in most 
Western countries, it is actively resisted by Apple. Jailbreaking voids a device’s warranty and precludes 
users from receiving technical support. As Apple argues, jailbreaking is synonymous with hacking.  

However, hacktivists conceptualize jailbreaking differently. The term itself is particularly provocative 
within a cybernetic context because of its metaphorical character. Amongst hacktivist jailbreaking 
communities, the term is politically invoked as a critique of the ways in which Apple’s Digital Rights 
Management (DRM) virtually locks users in “jail” (Miller et al. 2012). Moreover, hacktivists argue that a 
device is not fully usable until its walls are broken. Jailbreaking an Apple device involves the locating of a 
specific file, called fstab. This file is the border guard of the sovereign, so to speak—it guards the device’s 
root-level walled garden and its root-level files (Geist and Nigmatullin 2016). When the file is located, one 
of two steps can be taken. First, jailbreakers attempt to uncover hidden keys within iOS that undergo a series 
of security checkpoints maintained by fstab. These checkpoints govern whether or not new software can be 
installed by a user, which usually happens via approved applications from the App Store. By locating these 
hidden keys, jailbreakers can override the authority of the checkpoints. Alternatively, jailbreakers can 
bypass these checkpoints through the creation of a backdoor mechanism (Zdziarski 2012), such as a script. 
Regardless of avenue, the checkpoints are a problem because they are initiated the moment the user’s device 
is turned on. They are also repeated after the operating system finishes loading. If these checkpoints can be 
patched or bypassed, the jailbreaker can then change the status of fstab from a “read-only” configuration to 
a “read-write” configuration that allows users to install any software they desire. 

A popular example in jailbreaking history occurred following the release of iOS 9.3.3. An Israeli-based 
security firm, NSO Group, developed considerable notoriety after it was caught conducting penetration tests 
under the auspices of an otherwise reputable corporate actor (Clover 2016). Since 2010, NSO Group had 
been developing and testing “Pegasus”—malware designed to identify and exploit known vulnerabilities in 
Apple’s operating system. NSO Group had been using Pegasus to break into iPhones since iOS 7 (Brewster 
2016). On August 11, 2016, NSO Group targeted Ahmed Mansoor, an internationally recognised human 
rights defender from the United Arab Emirates. NSO Group sent Mansoor a text message that alleged to 
reveal “secrets” about tortured detainees. Mansoor sent it to the University of Toronto’s Citizen Lab. 
Researchers determined the source of the malware and reported it to Apple, who immediately published the 
findings (Apple 2016). The investigation determined that NSO Group was able to hack into iOS because of 
three existing security vulnerabilities which were then published by the Common Vulnerabilities and 
Exposures system (CVE). The CVE published three reports publicly. Report CVE-2016-4655 documented 
an information leak revealing iOS’s memory location (National Vulnerabilities Database 2016). After CVE-
2016-4655 was published, three jailbreakers (jk9357, Siguza, and tihmstar) reverse-engineered this security 
vulnerability.  
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After doing so, they constructed two automated jailbreaking software packages based upon the published 
security vulnerability (named HomeDepot and Phœnix). These packages allowed any Apple user to gain 
deep entry into their own device and install any software from anywhere they liked. Unauthorized software 
is generally referred to as a “tweak,” and the majority of unauthorized software provides the user with visual 
customization of the GUI. But some tweaks can alter the operating system’s behaviour. It is here that we 
begin to see how these interventions into the iOS represent what is meant by positive feedback. It is also 
here that we as analysts conceptualize how the introduction of a specific tweak, called ProtectMyPrivacy 
(PMP), offsets the cybernetic order of iOS in the name of empowering users over discrete metadata flows. 

Developed at the University of San Diego, PMP primarily functions as a data interceptor at the root-level 
of an Apple device. As it detects data being accessed by other applications, it temporarily seizes that data 
and informs the user. Unique Device Identifier (UDIF) data; International Mobile Identity (IMEI—an 
identification code increasingly targeted by law enforcement surveillance agencies) data; WiFi, Bluetooth, 
and Media Access Control addresses (MAC); contact list names; and GPS data, as well as content data such 
as emails and phone numbers, are all different types of data PMP can intercept. After these data are 
intercepted and the user is notified, they are prompted for a response (Agarwal and Hall 2013: 6–7). After 
the interception process occurs for the first time, PMP provides the user with three options: allow the data 
to go, obfuscate the data, or suspend the data flow altogether. Each time a decision is made by the user, 
PMP crowdsources other PMP users to share decisions. Along the way, PMP documents the number of 
times an application makes a request and the number of times the application receives software updates, as 
well as its size and location.  

PMP facilitates the introduction of positive feedback through the input provided by crowdsourced users. In 
stark contrast to iOS’s security settings sliders, PMP is providing the user real-time awareness and 
intervention in discreet data flows. It also allows the user the ability to investigate the source and nature of 
the data itself. In doing so, it is important to recognize PMP as a heuristic intervention into the black box 
that is iOS. By informing the user about the nature of discreet data movements, particularly the kinds of 
metadata used by the wider marketing and advertising communities, PMP puts users in touch with processes 
that are intimate to their privacy. This is particularly significant because it reframes what is meant by data 
protection. When PMP prompts users to make a decision about data, they are inputting data that are foreign 
to the operating system. While seemingly insignificant as a series of finger-on-screen events may be, it is 
important to recognize these events as instruction sets that are given to foreign software that use them to 
empower both the user and the crowdsourced PMP community over discreet flows that are synonymous 
with the flows of capital. Amongst the 13,750 downloads of PMP last year, the tweak’s intersection of real-
time warnings with otherwise hidden movements amounts to a global reconfiguration of power relations 
premised upon the momentary halting and rewriting of bits of data. From isolated injections of extra data, 
PMP orchestrates globally-interconnected positive feedback events that offset conventional orders of digital 
privacy maintained by Apple. What thus makes PMP as a platform for positive feedback particularly 
important is how it also becomes a platform for oscillation, which is as politically significant as it is 
sociotechnically significant. 

While oscillation is indeed inherent in any system, it is usually an inescapable by-product of negative 
feedback. Oscillation caused by positive feedback conversely disrupts and lags a control system and the 
pursuance of its goal. Consider the nearly one hundred updates Apple mobile devices received since 2007, 
which, on average, are released every two weeks. iOS 8 was over 4.5 gigabytes in size, while iOS 9 was 1.3 
gigabytes. iOS 5.1.1 was approximately 685 megabytes, a relatively incremental increase from 5.1, which 
was approximately 750 megabytes. With each set of almost biweekly updates come changes to the size of 
the file allocation table for each operating system, as well as accompanying modulations to the location of 
photos, music, and user-created content. Boot procedures are rewritten, battery life cycles fluctuate, and the 
introduction of new GUI features alter user expectations. Each update changes the constitution of a device 
and its memory. When taken into account over the period of one year, a mobile device can never exist as a 
mirror image of itself. Mobile devices persistently change in space and time. They are constantly oscillating. 
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But this kind of oscillation comes from Apple. Oscillation caused by PMP has very different effects, and 
they are changes Apple vehemently resists.  

Recalling the publishing of CVE-2016-4655, jailbreakers disseminated intervention technologies within a 
matter of days. Fourteen days later, Apple responded by patching iOS. This fourteen-day window is 
politically significant because, in that time, Apple lost complete control over all discreet data flows on 
jailbroken iPhones around the globe. Within that fourteen days, Apple felt the reverberations of tens of 
thousands of devices functioning differently than the millions of other non-jailbroken devices. When 
considering the number of previously jailbroken devices that were not patched from previous jailbreaking 
exploits, there is considerable temporal and spatial overlap through which Apple attempts to quickly bring 
all uncontrolled devices back within its operational purview. It takes Apple’s programmers approximately 
sixty-three days to patch security vulnerabilities that facilitate jailbreaking, while jailbreakers require, on 
average, forty days after patches to release new jailbreaking software packages.1 Managing unwanted, 
interruptive oscillation caused by positive feedback is a priority for Apple. Throughout the history of iOS 
releases, Apple worked quickly to release patches that overrode inputs provided by jailbreaking software. 
Its efforts to overcome jailbreaking are also supported by a wide range of actors, such as through the earlier 
mentioned assistance of CVE and the Citizen Lab. Each time Apple releases a new patch, it includes the 
security vulnerabilities discovered by hacktivists into the newly iterated iOS. Oscillation caused by positive 
feedback reflects an ongoing, highly turbulent struggle not only over who and what gets to access discrete 
data flows. It is also reflective of a struggle over the expression of data protection and digital privacy. What 
is at stake in the middle of this struggle is an alternative reality of contemporary information protection that 
is otherwise actively (over)written by Apple and the wider network of actors seeking to overcome hacktivist 
visions that implicitly reject the status quo of digital privacy exclusively provided and maintained by large-
scale institutions. 

Conclusion: Distinguishing Digital Privacy from digital privacy  

The interplay between negative and positive feedback is a tension-filled competition waged over the seeing, 
reading, understanding, and handling of metadata. It is a theoretical signal that the evolution of iOS is not 
technologically determined. It is politically engineered. Beneath Apple’s rhetoric about user privacy, 
personal information, and device security is a turbulent struggle to mitigate external attempts to relinquish 
a monopoly over data flow. If only for a few months at a time, hundreds of thousands of jailbroken iPhones 
across the globe become the sources of change in the amount of data in an iPhone. This is not because of 
the number of photos on the device, but because of the number of micro-contests over changes in kernel-
level directories and files, over the number of jailbreaking tweaks situated in and around iOS, and over the 
input a jailbroken device receives as commands from a user interested in building a relationship with 
metadata on her own terms. While any device oscillates as a product of its function, jailbroken iPhones 
oscillate unpredictably. As a result of a competition over feedback management between competing forces 
motivated by antithetical visions and values about the who, how, and what of data protection, it is clear that 
controlling those questions is not a clean, clearly cut, and stable process. What this struggle reveals to us as 
analysts is that privacy is indeed intensely political. While this is hardly a new claim, the inescapable 
technical complexities of the internet are a problem to discursive progresses required to account for all actors 
and techniques involved in the who, how, and what of digital privacy. And it is precisely upon this basis that 
we as a critical community of privacy scholars will assist, and benefit from, distinguishing “Digital Privacy” 
from “digital privacy.”  

Smartphone users are not simply given encryption-laden devices and a promise to protect personal 
information. Apple’s definition of personal information reflects a committed effort to govern user behavior, 
                                                   
1 These data were collected from a summer-long study I conducted as a Fellow at the Centre for Advanced Internet 
Studies in 2018. Data were collected from theiphonewiki.com reflecting the software release dates from Apple and 
jailbreak communities. Data collected reflect all available information, specifically documented in relation to the 
release of iOS versions 1, 3, 4, 5, 6, 7, 8, 9, 10, 11, 11.1.2, 11.3, 11.4. 
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perception, and understanding of what constitutes meaningful, protection-worthy data in docile, seemingly 
insignificant ways. Content data are paramount. Controlling content data, and likewise some metadata, is 
the priority, as is the promise to encrypt those data. This is but one orientation towards data protection that 
reflects a top-down commitment to maintaining conventional, popular imaginaries about the sovereign, 
sanctified insides of the iPhone. The device is secured from the anarchy of external, digital disorder. This is 
“Digital Privacy.” It reflects the status quo of data protection and depends upon the maintenance of the status 
quo in order to ensure that metadata flows, and capital flows in turn, are relatively uninterrupted. 

“Digital privacy” emerges from the bottom-up. From hacktivists’ belief that a device and the entirety of its 
constitution is owned by the user, the hacktivist philosophy levies a radically different vision and value 
system about data protection. In order to own something, and in order to control something, one requires 
disproportionate and unusually high levels of control over internal operations—a position preconditioned 
by the necessity of seeing and reading before control and decision making can unfold. Whether a smartphone 
user is technically competent as a computer engineer is irrelevant. What matters is the struggle to gain 
insight into the otherwise hidden operations of a smartphone that at once reifies capital flows and exposes 
the user to data abuses, manipulations, and duplications that are otherwise virtually impossible to trace. 
“Digital privacy” is founded upon the politics of the invisibility and illegibility of corporate processing and 
discreet metadata handling, demanding it to relinquish some control. While “digital privacy” may begin at 
the level of the individual user, noting that individual aspirations to instantiate meaningful change within 
the abusive regimes of data control and surveillance capitalism tend not to carry discernibly long-lasting 
resistance against their various forms of violence (Monahan 2015), hacktivist interventions such as PMP 
empower individuals by situating them within networks of direct resistance. By crowdsourcing how other 
communities of users make decisions about how and whether to halt or obfuscate specific types of data, 
hacktivist technologies ought to be traced in terms of how they articulate contexts of threat throughout 
resistance communities. What is at stake in the politics of privacy vis-à-vis hacktivist approaches does not 
merely reside in an alternative method for protecting data. It also resides in the differences in how privacy-
first communities identify, categorize, and locate meaningful data, and how they subsequently do the same 
for the notion of risk.  

Perhaps as importantly to us as analysts, “digital privacy” destabilizes the ontological rigidity from within 
which data protection tends to be singularly understood and linearly expressed as a matter of concern to 
governments and institutions. Between “Digital Privacy” and “digital privacy” is need for further scholastic 
investigation of how data protection practically and ethically intersects with otherwise (in)visible and 
(il)legibile data flows. As Apple continues to combat jailbreaking, difficult ethical questions need to be 
raised in support of this investigation. These are not questions that ask how Apple can better protect or be 
more transparent. Nor are they that ask what else can be done from the top down to secure data protection. 
Rather, we need to ask what is the corporation’s role in the perpetuation of data and user insecurity? To what 
extent do the internal operations of a purchased device need to be made accountable in matters of consumer 
and security profiling beyond the purview of the user and her device? As importantly, in what ways can the 
middle ground be conceptualized, let alone negotiated and mediated? 
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