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From privacy to data protection: the road ahead for the Inter-
American System of human rights
Carlos Affonso Souza , Caio César de Oliveira, Christian Perrone and
Giovana Carneiro

Institute of Technology and Society of Rio de Janeiro, Rio de Janeiro State University, Vila Isabel Campus, Rio
de Janeiro 20551-030, Brazil

ABSTRACT
The right to privacy and data protection are key elements to
understand how data has become the centerpiece of many
changes in human interaction, new business models and
technological development in an increasingly hyperconnected
world. In a so-called data driven economy, the task of asserting
principles, concepts and legal bases for data processing is
fundamental to devise how such rights can be indeed protected.
The Inter-American System of Human Rights recognises this right.
In contrast to the European system that since 2000 recognises the
right to data protection as an autonomous right – differentiating
it from the right to privacy – the Inter-American System is on
track to improve the standards of protection of both rights.
Considering all thirty-five States of the Americas, eighteen have a
specific data protection regulation; seven are discussing the Bill
and eleven do not have a specific data protection regulation. The
purpose of this article is to present the stage of development of
the inter-American System of Human Rights in relation to the
protection of the right to privacy and data protection and also
demonstrate the challenges that such system will have to face as
it move towards the effective guarantee of such rights.
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1. Introduction

The Inter-American Human Rights System (IAHRS) is a regional human rights system
responsible for monitoring, promoting, and protecting human rights in the 35 indepen-
dent countries of the Americas that are members of the Organization of American
States (OAS).1

The IAHRS is composed by two organs: the Inter-American Commission on Human
Rights (IACHR) and the Inter-American Court of Human Rights (‘the Court’ or
‘IACtHR’). The IACHR is an autonomous quasi-judicial organ established by the
Charter of the OAS in 1959. Its mandate is to promote and protect human rights in the
American hemisphere, overseeing all thirty-five member States of the OAS. The Court
is a judicial organ established under the American Convention on Human Rights,
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whose purpose is to interpret and apply the convention in a adjudicatory and advisory
fashion.2

The IACHR’s work is on three main pillars: an individual petition system, where indi-
viduals and groups of individuals may denounce violations of human rights committed by
the States under the jurisdiction they are in; a overall monitoring mechanism, which pro-
vides both general overview of the trends and meta-trends of human rights’ advancements
and challenges; and a advisory and technical cooperation apparatus that can guide States
towards fulfilling their human rights obligations.3 Under such framework the Commission
collaborates with the States enhancing laws, practices, policies, and institutions in order to
improve the conditions of all person under the jurisdictions of the Americas.

Thus, the IACHR has both quasi-jurisdictional mechanisms and non-jurisdictional
mechanisms in order to advance human rights standards and contributing to State action
in the field. This means the commission is organised internally broadly in two different
areas, one dealing with petitions and cases and another with both monitoring and technical
assistance and cooperation.4 The work is supported by eight thematic rapporteurships, two
special rapporteurships – one for Freedom of Expression (which has taken a leadership role
in the topic of this article) and another on Economic, Social, Cultural, and Environmental
Rights – and three institutional thematic units.5 The idea is to provide a broad view on the
rights of a particular vulnerable group or on relevant overarching theme.

The Court serves as the interpretative institution for the American Convention and for
the net of human rights instruments that countries in the Americas are a part of.6 It not
only interprets the convention within a particular case presented to it, but also has a gui-
dance function whenever an advisory opinions is requested.7

The IAHRS, thus, deal with a broad range of thematic issues regarding both concrete
individual violations and general guidance. The Commission can set its own agenda
and has done so in the past taking into consideration the major human rights issues of
the Continent and prioritising them under its own thematic and rights-based concerns.
The Court, on the other hand, cannot act motu proprio, yet has some relative latitude
towards its analysis of rights taking into consideration a wide range of factors, including
national and international legislative and judicial developments.

The right to privacy has always been a topic of heated debate in the IAHRS. It has
appeared under different headings, as a right to be left alone, as a guarantee of personal
development, of family life and a as part and parcel of the formation of individual
opinion and thought within a democratic society. New technologies have changed the
context in with this right is exercised.

The Internet, for instance, has changed the way humans relate to each-other, produce
and consume information. Individuals stopped being just receivers and started to be pro-
ducers of content and with this an intense volume of information has been formed. Other
types of technologies such as smartphones and the digitalisation and ‘sensorization’ of
many aspects of society have allowed for a lot more records on many more elements
including many aspects of each individual’s life. This means a gargantuan increase in
the volume of personal data in circulation, thus, reframing the traditional meaning of
privacy; waking us up for a desire of control and transparency in the treatment of such
personal data.8

The IAHRS has not been inert to such a phenomenon as the development in the under-
standing of the right to privacy has evolved. A few reports, particularly of the Special
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Rapporteurship for Freedom of Expression, have pointed out to the dimension of data
protection for the right to privacy. Yet, the agenda of the IAHRS has not caught up
with the other human rights systems not even with the countries in the Americas.

Taking into considering that out of the thirty-five States of the Americas, eighteen
already have a specific data protection regulation; seven are discussing a bill and only
ten do not have a specific general data protection regulation, it can be inferred the relative
importance of the topic for the Region. This includes the fact that some of the countries do
have already added as a constitutional stand-alone guarantee the dimension of data pro-
tection to the right of privacy.

The purpose of this article is to present the stage of development of the IAHRS in
relation to the protection of the right to privacy and data protection. It will seek to map
out the development from a right of privacy in a traditional sense to its data privacy
dimension within the IAHRS. Later, it will propose that a majority of the countries in
the region – both of parties and not of the American Convention on Human Rights –
have advanced, particularly in the last few years, towards a data privacy regulation.
From that it can be inferred the relative importance of personal data protection for the
understanding of the right of privacy in the Americas. Finally, after an overview of the
certain technologies and their potential impact for the right of data privacy, the article
aims at demonstrating the challenges that the IAHRS will have to face as it moves
towards the effective guarantee of such right.

The proposal here is that in view of the relevance of data privacy for personal develop-
ment and for the future of the exercise of many other human rights and inline with the
complexity of the matter and its many different technological aspects, the Commission
should move the topic beyond a marginal aspect viewed mostly by the Special Rapporteur
for Freedom of Expression and streamline it. This will provide the stuffing for more har-
monised regional human rights standards and eventually settled decisions of the IACtHR.

2. The development of the right to privacy in the Inter-American System of
human rights

2.1. The development of the right to data privacy in other human rights systems

Privacy is a constantly changing concept. The definition of Brandeis and Warren, in 1890,
in the famous article ‘The Right to Privacy’,9 in which privacy is seen as a right to be left
alone, is remarkable. Back then, the challenges that new technologies could pose for per-
sonality rights were discussed.

It is possible to note that the concept of privacy has come to be related to a guard
against third party interference and, currently, in an economy driven by the processing
of personal data, privacy is related to the control of personal data.

The different human rights systems have recognised data protection as either a stand-
alone right or as a dimension of the right to privacy. The European Human Rights System,
for instance was crucial for the development of privacy and for data protection to be
included as a protected cluster right.10 This is particularly true taking into consideration
Convention 108 (Council of Europe’s Convention for the protection of individuals with
regard to automatic processing of personal data, 1981), the only multilateral international
treaty open to universal ratification.11 It provides a framework for dealing with protection
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of personal data within the context of automatic processing.12 This was a watershed
moment where the Council of Europe proved to be at the vanguard of the safeguard of
the interests of privacy through the international protection of personal data.

The European Convention on Human Rights (ECHR), however, had its focus for long
on the context of ‘private life’.13 For the most part, it still is, as the European Court of
Human Rights (ECtHR) understands that the ‘essential object of article 8 of the ECHR
[right to privacy] is to protect the individual against arbitrary action by the public
authorities’.14

Early on, however, the European Human Rights System understood that privacy and
private life under the Convention was an elastic, broad term that encompassed both nega-
tive and positive obligations.15 The notion that such right covers not only the interest to be
left alone, but also to build one’s own personality and relationship with other individuals
and to the world was very soon acknowledged.16 Personal autonomy was brought to the
forefront and became one of the main pillars underpinning a whole dimension of the
article 8 of the ECHR.

Such autonomy was seen as embracing the protection of ‘multiple aspects of a person’s
physical and social identity’.17 Control over its own information was seen as paramount.18

A series of cases regarding health data underscored the necessary need for a protection of
personal information, later understood by the ECHR as personal data.19 The ECtHR itself
moved to connect privacy with data protection and used the definition of personal data
from Convention 108 as a stepping stone to interpret the rights of personal and family
life.20

It is not hard to perceive the direction the European System has taken. The guarantee to
a private and family life has led to the need to safeguard the development of human per-
sonality, which branched out to the defense of personal autonomy and human agency
through the protection of personal information21 and personal data.22

This was not a matter covered solely by human rights instruments. In 1980, the Organ-
ization for Economic Co-operation and Development (OECD) has published guidelines
and principles for the processing of personal data: (i) Collection Limitation Principle;
(ii) Data Quality Principle; (iii) Purpose Specification Principle; (iv) Use Limitation Prin-
ciple; (v) Security Safeguards Principle; (vi) Openness Principle; (vi) Individual Partici-
pation Principle and; (vii) Accountability Principle.23 To this day such principles are
understood as the backbone of data privacy and are an integral inspiration of most data
protection laws.

It should be noted that the developments within the European Union with the approval
of Directive 46/95 and later the General Data Protection Regulation (GDPR – Reg. 679/
2016)24 have influenced and, in many ways, strengthened the cluster of rights involved
in privacy and data protection. Not to mention, the approval of the Charter of Fundamen-
tal Rights of the EU has crystalised the relevance of privacy and data protection within that
Region.

The European Human Rights System, based on the Council of Europe, does not directly
follows the path taken by the EU. The ECHR, as a much older instrument, has not been
updated to reflect the advances of time and grant data protection an autonomous standing
as much as the aforementioned Charter of the EU.25 Yet, the regulations issued from the
EU have served as a beacon and a much needed source of inspiration. The European
System strives to maintain a unity that represents the continents cultural heritage,
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which encompass as well the dimension of data protection and the emerging consensus
that comes from the majority of the member states that data protection is a protected
dimension of the right to private life and privacy.

It is clear that the right to privacy has evolved in Europe and that it has added a dimen-
sion of data protection, even if, originally the ECHR had not and could not have foreseen
such developments. The Court in Strasbourg understood that it was harmonious with the
spirit of the convention and its objectives coupled with growing national consensus that
data protection was part of the cluster of rights protected under article 8 of the ECHR.

The same way it happened in the European Union, action by the IAHRS would be valu-
able to the harmonic emergence, within the States of the Americas, of a data protection
fundamental right. In this sense, it is possible to say that the European model is a
source of inspiration for the IAHRS as explored below.

2.2. Data privacy in the Inter-American System of human rights

The right to privacy at the IAHRS developed following an emphasis on private life, family
life, protection of home and communications.26 This is probably so due to the very
language of article 11 of the American Convention,27 where the aforementioned
expressions are directly present and data protection per se is not.28

The content and scope of the right, however, has had an asymmetrical development
comparing to other systems, particularly from Europe.29 On the European side, there
was an explicit recognition that ‘data protection’ felt within the protections afforded by
the Regional Human Rights System. Within the Americas, as much as in the Universal
Human Rights System,30 the lack of specific autonomous rights may have afforded a pro-
tected development of a deeper understanding of the personal data dimensions of privacy
as a human right.31

As will be explored bellow, the countries in the Hemisphere have not shied away from
having their own set of rules proving a body of regulation to data protection. It is true that
not all States have enshrined data protection in their Constitutions,32 nor it is an unani-
mity to have an omnibus data protection legislation. Yet, as it will be argued, data protec-
tion had become a wide concern for at least wide majority of the Continent.

The European Human Rights System has set its own trail from a focus on a negative
obligation of non-interference on a personal life and family – privacy in a traditional,
brandeisian way, to be left alone – to the upholding of data protection. The IAHRS has
given signs to follow in much the similar way.

The concept of privacy, as understood in the Americas, goes beyond solely the right to
be left alone or no interference in someone’s residence or correspondence. For instance,
monitoring, recording and publishing of conversations and communications are encom-
passed within the right to privacy (private life).33 The IACtHR has already recognised that
‘[t]oday, the fluidity of information places the individual’s right to privacy at greater risk
owing to the new technological tools and their increased use’.34

This notion is perceived, then, as ‘a wide-ranging term, which cannot be defined exhaus-
tively’35, ‘[it] includes the way in which the individual views himself and to what extent and
how he decides to project this view to others’.36 The Court goes on and expands:

The protection of private life encompasses a series of factors associated with the dignity
of the individual, including, for example, the ability to develop his or her own personality
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and aspirations, to determine his or her own identity and to define his or her own personal
relationships. The concept of private life encompasses aspects of physical and social iden-
tity, including the right to personal autonomy, personal development and the right to
establish and develop relationships with other human beings and with the outside
world. The effective exercise of the right to private life is decisive for the possibility of exer-
cising personal autonomy on the future course of relevant events for a person’s quality of
life. Private life includes the way in which individual views himself and how he decides to
project this view towards others and is an essential condition for the free development of
the personality.37

Thus, the IACtHR has set the basic tenets to understand privacy in an expansive
fashion, plastic enough to encompass a personal data protection dimension. The
IACtHR has noted the connection of privacy with personal autonomy and the possibility
of developing one’s own self-image, personality and identity. The terrain is prepared for
the recognition of autonomy over one’s own information akin to a right of data protection.

In fact, the IACHR has recognised since 2013 that the right to privacy protects at least
four legal rights: (a) the right to have an individual sphere impervious to arbitrary inter-
ference from the State or third parties; (b) the right to govern oneself by one’s own rules
defined autonomously according to one’s individual life plan; (c) the right to the confiden-
tiality of all the data produced in that private space, with a corresponding prohibition on
disclosure or circulation of information captured without the consent of its owner, in that
space of private protection reserved for the individual; and (d) the right to one’s own
image.38

In addition, the Commission ‘highlighted that it is crucial to develop rules for data pro-
tection that regulate the storage, processing, and use of personal data, as well as its transfer,
whether among State entities or third parties’.39

The Special Rapporteur for Freedom of Expression has also manifested that the protec-
tion of personal data works pari-passu with the right to privacy. Actually, there is a
concern that ‘the growing processing power of computers exacerbates the challenge as
information can be harvested from multiple sources, processed and re-processed and
then sold on. In fact the entire business model of the most successful companies directly
impinges upon the right to privacy’.40 Thus, the Rappourteur stated that ‘[t]o protect
privacy on the Internet, the confidentiality of personal online data must be guaranteed’.41

Even more so, it includes the protection of personal data as one of ‘five […] challenges that
arise or are magnified by the phenomenon of the Internet’.42

More recently, the Special Rapporteur, considering the situation of freedom of
expression in Cuba, took notice and manifested its concerns regarding data
protection online, particularly, the recollection of personal data by the government in
the island.43 This shows that data protection has entered the agenda of the IACHR,
even if, it has not been articulated in a case or given a specific standing in an independent
document.

Within the Organization of American States (OAS) in general, as will be developed
below (topic 3.1), the Inter-American Juridical Committee has published a Guide of Prin-
ciples on Privacy and Personal Data Protection, which recognises the interrelation of
privacy and data protection.44 This highlights the relevance given by the States in the
region to the subject and the importance of the IAHRS to be prepared to face the issue
head on.
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3. Data protection as a right – where does it stand in the Americas?

As it can be noted, the right to privacy is ripe for development in the Intern-American
system. Yet, data protection has not yet blossomed as a stand-alone dimension of such
right. Most of the references to data privacy tend to relate to general reports particularly
issued from the Special Rapporteur for Freedom of Expression. This does not seem to
reflect the importance of the matter given by the majority of the States in the Region
and for the OAS as such where the Human Rights System is one of its four pillars.45

Specifically on data protection, both the OAS and the States of the Americas have taken
steps towards an approach regarding privacy that fully considers the digital age, therefore
treating data privacy as a significant dimension of a fundamental right to be protected.
This approach on data protection should have echo in the IAHRS, in order to provide
an extra layer of protection and to properly consider it a human right part of the scope
of the right to privacy. Therefore, at this point the article aims to paint a full picture of
the OAS’s initiatives and of the local developments on data protection.

3.1. Data protection and the Organization of American States

The OAS has recognised the relevance of data protection from an early stage. It has taken
into consideration the important points of convergence between access to information and
data protection. Between 2003 and 2010, the OAS’ General Assembly have published Res-
olutions on Access to Public Information and also a Model Inter-American Law on Access
to Public Information, adopted in 2010.46 The Model Inter-American Law on Access to
Public Information already mentioned ‘data protection’, stating in a commentary to the
Model Law that ‘data protection regimes should live harmoniously with the access to
information legislation’.47

On data protection itself, considering both public and private sectors, the Department
of International Law presented the Draft Preliminary Principles and Recommendations on
the Protection of Personal Data48 (revised in 2011). Afterwards, via General Assembly
Resolution AG/RES.2661, the Organization has paved the way for further action on
data protection, considering ‘the growing importance of privacy and the protection of per-
sonal data, and the need to encourage and protect cross-border flows of information in the
Americas’.49

In 2012, instructed by this Resolution, the OAS’ Department of International Law
released a comparative study on data protection in the Americas, presenting national
legal frameworks of eleven countries in details and international instruments on privacy
and data protection.50 The document was an important contribution to the international
community, especially the thirty-five States of America, as it was the first document ela-
borated by a public international organisation focused in the Region. A further and
update analyses on the local legal framework will be provided later in this article, but
that comparative study was just the initial step to the actions the OAS would take in
the coming years.

In 2015, the Inter-American Juridical Committee released a proposed legislative guide
on data protection for the States of the Americas, based on a set of 12 reviewed Principles
from the initial 2010s draft. The report itself states that ‘In the Rapporteur’s view, the field
of personal privacy and data protection continues to be characterised by rapid
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technological developments as well as constantly evolving threats to personal privacy’51,
clearly showing the connection between privacy and data protection.

3.1.1. OAS Principles on privacy and personal data protection
As stated above, the Principles were elaborated with the intention to provide a guide to
local legal implementation in the States of the Americas. As stated in the document:

Each Member State must decide how best to implement these Principles in its domestic legal
system. Whether by means of legislation, regulations or other mechanisms, Member States
should establish effective rules for personal data protection that give effect to the individual’s
right to privacy and demonstrate respect for their personal data, while at the same time safe-
guarding the individual’s right to benefit from the free flow of information and access to the
digital economy.52

The twelve principles (and official definitions)53 are:

(1) Lawful and fair purposes (Personal data should be collected only for lawful purposes
and by fair and lawful means);

(2) Clarity and consent (The purposes for which personal data is collected should be
specified at the time the data is collected. As a general rule, personal data should
only be collected with the consent of the individual concerned);

(3) Relevant and necessary (The data should be accurate, relevant and necessary to the
stated purposes for which it is collected);

(4) Limited use and retention (Personal data should be kept and used only in a lawful
manner not incompatible with the purpose(s) for which it was collected. It should
not be kept for longer than necessary for that purpose or purposes and in accordance
with relevant domestic law);

(5) Duty of confidentiality (Personal data should not be disclosed, made available or
used for purposes other than those for which it was collected except with the knowl-
edge or consent of the concerned individual or under the authority of law);

(6) Protection and security (Personal data should be protected by reasonable and appro-
priate security safeguards against unauthorised access, loss, destruction, use, modifi-
cation or disclosure);

(7) Accuracy of Data (Personal data should be kept accurate and up-to-date to the extent
necessary for the purposes of use);

(8) Access and correction (Reasonable methods should be available to permit individ-
uals whose personal data has been collected to seek access to that data and to
request that the data controller amend, correct or delete that data. If such access
or correction needs to be restricted, the specific grounds for any such restrictions
should be specified in accordance with domestic law);

(9) Sensitive personal data (Some types of personal data, given its sensitivity in
particular contexts, are especially likely to cause material harm to individuals if
misused. Data controllers should adopt privacy and security measures that are com-
mensurate with the sensitivity of the data and its capacity to harm individual data
subjects);

(10) Accountability (Data controllers should adopt and implement appropriate pro-
cedures to demonstrate their accountability for compliance with these Principles);
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(11) Trans-border flow of data and accountability (Member States should cooperate with
one another in developing mechanisms and procedures to ensure that data control-
lers operating in more than one jurisdiction can be effectively held accountable for
their adherence to these Principles);

(12) Disclosing Exceptions (When national authorities make exceptions to these Prin-
ciples for reasons relating to national sovereignty, internal or external security, the
fight against criminality, regulatory compliance or other public order policies, they
should make those exceptions known to the public).

There is no study so far on whether these principles were or not adopted in the local
legal frameworks, but, as it will be seen in the next topic, many developments have
occurred in the Region between 2015 and today. Many new bills on data protection
have been proposed and some such as the Brazilian General Data Protection Legislation
and the Argentinian data protection reform of 2018 have gain shape an incorporate
many aspect present in the legislative guide.

Although data protection’s approaches vary within the States of the Americas, regard-
ing its scope and content, its regulation as in the right to privacy’s umbrella is notorious. In
any case, the proposal of a set of Principles by the OAS on data protection demonstrates
the concern and development of the right of data privacy, which should resonate in the
IAHRS.

3.2. Data protection and the 35 States of the Americas

If the IAHRS has yet to directly spell out data protection as a part of the cluster of rights
pertaining to the protection of personal and family life and privacy; the States of the Amer-
icas have already started establishing their own domestic data protection framework. They
are joining an international trend that in many ways is being fostered by Europe and in
which legislations such as the articles 7 and 8 of the EU Charter of Fundamental Rights
and the EU General Data Protection Regulation (GDPR) are particularly crucial examples.
Such regulatory frameworks tend to provide a basis for a domestic protection of the right
to data protection as a cluster right for privacy.54

This international trend, according to the United Nations Conference on Trade and
Development (UNCTAD) database on Data Protection and Privacy Legislation World-
wide55, accounts for at least 107 countries around the globe that have a legislation to
secure the protection of data and privacy. This part aims to call attention to the fact
that many of the thirty-five members of the OAS’ member states are included in that
number. The countries have realised the need to regulate data protection for social, econ-
omic and political reasons. Firstly, business development and the protection of rights of
individuals needed to be equalized.56 Secondly, the frameworks needed to be adapted to
a digitalised economy, result of the rapid technological advancement.57 Finally, data pro-
tection started to be a trade concern, as the individuals’ right to data protection needed to
be foreseen also in trade agreements and international cooperation instruments.58

As it will be seen, data protection is already a concern in the Region and the States have,
in its majority, started dealing with it and inserting it in its local legal frameworks. This is
an important evidence of the commitment of such States to data protection and that the
IAHRS should follow suit.
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After all, if all or the majority of the member states are willing to take action towards a
safer and more protected data environment, this should be at least an important indicative
for the IAHRS guide its agenda as well.

The concept of privacy has evolved to cover data protection. Therefore, it is neither far-
fetched nor innovative to say that this right should also be encompassed by the IAHRS. On
the contrary, consensus on the domestic understanding of a right should be seen as a
guiding factor for the System to interpret it as encompassing such understanding as
part and parcel of the common standards of protection.59

In order to better analyse this issue, there will be four major questions to be examined:
(i) whether a country has a specific data protection regulation and when it was enacted; (ii)
whether it has a provision about international data transfer; (iii) whether it has an insti-
tutional framework that supports the data protection system (a ‘Data Protection Auth-
ority’ – DPA); and (iv) whether data protection is per se a constitutional right (See
Table 1).

Concerning the first pillar (whether a country has a specific data protection regulation),
it was found that:

. Eighteen countries have a specific data protection regulation: Antigua and Barbuda;
Argentina; The Bahamas; Brazil; Canada; Chile; Colombia; Costa Rica; Dominican
Republic; Mexico; Nicaragua; Panama; Peru; Saint Kitts and Nevis; Saint Lucia; Trini-
dad and Tobago; United States of America; Uruguay.

. Seven countries are discussing the Bill: Barbados; Ecuador; El Salvador; Guatemala;
Honduras; Jamaica; Paraguay.

. Ten countries do not have a specific data protection regulation: Belize; Bolivia; Cuba;
Dominica; Grenada; Guyana; Haiti; Saint Vincent and the Grenadines; Suriname;
Venezuela.

By 2012, according to the previously mentioned comparative study conducted by the
OAS’ Department of International Law, twenty-four countries had no Data Protection
Law.60 This number, as it can be assessed from Table 1, has diminished to ten,
meaning a rise on the Region’s concern on data protection. Even in that scenario, from
the ten countries, which still do not have a specific data protection regulation, the majority
are part of other international initiatives or organisations that are acting towards a stron-
ger data protection framework.

From the ten countries that do not have a specific data protection regulation, Dominica,
Grenada and Saint Vincent and the Grenadines are member states of the Organization of
Eastern Caribbean States (OECS), which drafted a Data Protection Bill in 2016.61 The Bill
is part of the E-Government for Regional Integration Project and provides safeguards to
the collection, use and disclosure of personal data, both to private and public sectors.

Another international agreement worth mentioning is the EU-CARIFORUM Agree-
ment signed in 2008.62 It set objectives, definitions, principles and rules on cooperation
between the signing states in different areas. On data protection, Chapter 6 (‘protection
of personal data’) combines a principiological and a functional approach63 in order to
create a comprehensive and enforceable data protection framework. Article 197 states
that the Parties recognise ‘their common interest in protecting fundamental rights and
freedoms of natural persons, and in particular their right to privacy, with respect to the
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processing of personal data’ and Article 107 that the signatories ‘shall adopt adequate
safeguards to the protection of privacy and fundamental rights, and freedom of individ-
uals, in particular with regard to the transfer of personal data’, confirming the point that
personal data is a fundamental right parallel to the right to privacy. Belize, Guyana,
Haiti and Suriname are part of the CARICOM (together with other Caribbean
countries).64

Therefore, out of the ten countries listed above which has no national provision on the
matter, the majority is not only included in the initiatives already taken by the IAHRS, but
also in other international agreements. In different levels, all of the thirty-five States of the

Table 1. OAS member states – data protection in local legal frameworks.105

Does the country have a
specific data protection
regulation? If yes, when

was it enacted?

Does the data protection
regulation have any
provision about
international data

transfer?

Does the country
have an established
Data Protection
Authority (‘DPA’)?

Is data protection
per se right under
the Constitution?

1. Antigua and
Barbuda

Yes. 2013.106 No. Yes.107 No.108

2. Argentina Yes. 2000.109 Yes.110 Yes.111 Yes.112

3. The Bahamas Yes. 2003.113 Yes.114 Yes.115 No.116

4. Barbados Under discussion.117 – No.118 No.119

5. Belize No. – No. No.120

6. Bolivia No.121 – No. No.122

7. Brazil Yes. 2018.123 Yes.124 No. Under discussion.125

8. Canada Yes. 2000.126 Yes.127 Yes.128 No.129

9. Chile Yes. 1999.130 No. No. Yes.131

10. Colombia Yes. 2012.132 Yes.133 Yes.134 Yes.135

11. Costa Rica Yes. 2011.136 Yes.137 Yes.138 No.139

12. Cuba No.140 – No. No.141

13. Dominica No. – No. No.
14. Dominican
Republic

Yes. 2013.142 Yes.143 No.144 Yes.145

15. Ecuador Under discussion.146 – No. Yes.147

16. El Salvador Under discussion.148 – No. No.149

17. Grenada No. – No. No.150

18. Guatemala Under discussion.151 – No. No.152

19. Guyana No. – No. No.153

20. Haiti No. – No. No.154

21. Honduras Under discussion.155 – Yes.156 No.157

22. Jamaica Under discussion.158 – No. No.159

23. Mexico Yes. 2010.160 Yes.161 Yes.162 Yes.163

24. Nicaragua Yes. 2012.164 Yes.165 No.166 No.167

25. Panama Yes. 2019.168 Yes.169 No. Yes.170

26. Paraguay Under discussion.171 – No. No.172

27. Peru Yes. 2011.173 Yes.174 Yes.175 Yes.176

28. Saint Kitts
and Nevis

Yes. 2018.177 No. Yes.178 No.179

29. Saint Lucia Yes. 2011.180 Yes.181 Yes.182 No.183

30. Saint
Vincent and
the
Grenadines

No.184 – No. No.185

31. Suriname No. – No. No.186

32. Trinidad
and Tobago

Yes. 2011.187 Yes.188 Yes.189 No.190

33. United
States of
America

Yes. 1974.191 No. Yes.192 No.193

34. Uruguay Yes. 2008.194 Yes.195 Yes.196 Yes.197

35. Venezuela No. – No. No.198
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Americas are taking important steps towards data protection, mainly under the assump-
tion that it is a fundamental right.

3.2.1. Remarkable local scenarios
In order to better explain the local developments on data protection legislation, there are a
few remarkable countries worth of further explanation.

Of major importance are the cases of Argentina and Uruguay. They are the only States
of Americas besides the United States (limited to the Privacy Shield framework) and
Canada (commercial organisations) considered by the European Commission to have
an adequate level of data protection.65

Brazil signals the high level of commitment and a willingness to interact with other like-
minded countries forming a stronger environment of data protection. Since July 2019, the
National Congress is discussing the inclusion of data protection as a fundamental right in
the Constitution.66 Whilst local authors argue that this inclusion would be unnecessary as
scholars and caselaw extract the right to data protection from the right to privacy,67 there
are strong arguments for its inclusion. One of them is precisely the harmonisation with
international practice.

The Dominican Republic, by its turn, already has a data protection legislation and citi-
zen’s rights to access personal data and to have information about its use are recognised in
the Constitution. However, it is currently working on a new legislation more in line with
international standards (specifically the European).68 Barbados’ data protection legis-
lation, although yet not passed into law, has already passed by the Senate and by the
House of Assembly and has been heavily influenced by the European General Data Pro-
tection Regulation.69

Finally, Chile has started a major overhaul of its domestic legislation aiming at aligning
itself with the most sophisticated data protection regulations in the world. It has started a
legislative process to modernise Law n° 19.628 and the on-going discussion is expected to
be concluded by the first semester of 2020.70 It includes, for instance, the imposition of
fines for non-compliance and the framework of an equivalent Data Protection Auth-
ority.71 Moreover, Chile has joined the 108 Convention as an observer.72

3.2.2. Data protection as a constitutional provision
Finally, in what concerns data protection as a fundamental right in the States of the Amer-
icas’ Constitutions, Table 1 indicates that eight (Chile, Colombia, Dominican Republic,
Ecuador, Mexico, Panama, Peru and Uruguay) of the thirty five States of the Americas
treat data protection as a fundamental and autonomous right in their Constitutions and
one (Brazil) is discussing its inclusion. This formal recognition of data protection as a
new constitutional right is one more evidence of the growing importance of data protec-
tion in the Region and one more reason for the IAHRS to start treating it as a fundamental
right.

4. The next steps for privacy and data protection within the Inter-American
System of human rights

As demonstrated by this survey, the vast majority of countries in the Americas have given
a high regard to the dimension of data protection on the right to privacy. They have
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acknowledged the relevant technological change that has occurred and still occurring and
its impact on privacy. This relevance and its impact are yet to be reflected in the IAHRS.

There is a lot to be done. For one, the concern regarding data privacy should move up in
the agenda of the IAHRS. The Commission has the authority to set its own priorities. In
the past, it has created either specific units,73 or even rapporteurships or special rappor-
teurships74 in order to streamline specific topics and rights it believed to be deserving
of particular attention. The commissioners even decided to prioritise individual petitions
from particular topics so that a jurisprudence would emerge and with it spell out concrete
standards. Data privacy should be one such priority themes.

This is particularly pressing in view of the challenges new technologies bring for human
rights chiefly for privacy and in view of the significance of personal data will have in the
coming future. This part of the part aims at charting such future challenges and point out
the forthcoming issues and debates that should be part of the agenda of the IAHRS.

4.1. Future challenges regarding data protection in the Americas

The countries in the Americas and the IAHRS seem to be converging in a similar path of
Europe’s. Data protection is becoming a significant dimension of the right of privacy and
having instances of being recognised as an autonomous right. Yet, the Hemisphere will
face future challenges under a different context from its European counterparts.

To the one hand, it is a very diverse Continent. Both some of the most advanced markets
and some of the least advanced are a part of it. This sheds a different perspective on the
intensity and mode of production and use of technology from the consumer, business
and government sides. Some of the States can be better characterised as consumers of tech-
nology rather than producers and some are amongst the heaviest of users of technologies.75

All this touch upon the challenge of protecting personal data and regulating its uses.
The background becomes even more intricate taking into consideration the history of

many of nations in the Region. There is still a looming shadow of dictatorships and unde-
mocratic governments, not to mention fragile democracies. The risk of mass surveillance,
abuse of facial recognition (and other techniques of recognition), and content, speech and
action monitoring are very high.

The IAHRS has developed an extensive expertise dealing with analogue and offline
forms of repression, from massacres to forced disappearances, from censorship of journal-
ists to shutting down newspapers. Much of the ‘repression 2.0’ can and sadly is not only
moving online, it is integrating both environments (on and off) and, what may make it all
harder, it is being done not only by States but by technology companies.76

4.1.1. Challenges arriving from the implementation of new technologies
The IAHRS will have to provide a strong framework in order to protect people’s privacy
and personal data in face of the challenges that many new technologies bring. It is not only
the Americas that will to face such challenges, but on top of the aforementioned back-
ground, they will be particularly steep in the Region.

Three aspects of the new technologies can be highlighted. One the one hand we are
seeing an extensive deployment of technologies on the cyberspace that are designed to
be data intensive. They tend to collect information in order to optimise functions of
their algorithms. Some are designed to create profiles of our inclinations and desires
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based on clicks we make, the information we share, and the time we expend. We are in an
age of using algorithms that find our online footprint and retrace our steps in order to try
to figure out our what we want, what we like, who we are.77

This is, yet, just the tip of the iceberg, because this is within the environment we call
cyber or ‘online’.78 Combined with the ‘Internet of Things’ (IoT),79 the distance
between what we do in the internet and outside it will most likely either disappear or
be very much lowered in relevance.80

The importance of the aforementioned changes relates precisely to the digitalisation of
our lives.81 Not only the user’s information is being digitised, but also the environment
around them. Houses and domestic appliances are imbued not only with the connection
to the internet but also the capacity to make many services online and, in many places in
not so distant future, will be able to do various domestic tasks that humans would have to
do, such as ordering food and house cleaning.82

To see the glass half full or half empty depends on some of the focus on the advantages
or on the risks. Possible advantages are an increase in daily productivity or in leisure time,
as people will not have to focus on many of the mindless tasks that bother our daily exist-
ence such as cleaning. On the reverse of the coin, there are the risks, the great amassing of
data about our lives: what we do and do not do; when we wake up and sleep (for how long);
who is with us; how we dress; what we think; what we read; what we say. So much infor-
mation in any hand can mean the possibility of influencing our choices, changing our
minds, even shaping the development of our personalities.

Another point remains with the digitalisation of the public space.83 Different technol-
ogies are changing the way our public spaces are understood. In the beginning of the
2000s, cameras started to be deployed in many cities, creating what we called the
‘CCTV’ systems of many cities. This was just a small step. Now there are many cities in
the world and many in our Hemisphere that debating the advantages and disadvantages
of having not only cameras, but facial and vehicular recognition software.84 It is brewing a
debate on expanding the uses of new technologies in to change the landscape of our cities.
Our municipalities want to become ‘smart cities’ providing technological solutions and
digital services. This start with traffic monitoring and possible the use of autonomous
vehicles, but goes way beyond, providing many public services in a digital format.

These too have both positive and negative aspects that have to be understood and dealt
with. The security implications of such new technologies are playing a central role. Many
of the major cities in the region are not safe both from the standpoint of criminality and
from deficient or insufficient services. Deaths due to vehicular accidents can be examples
of the latter. This tips in favour of using such technologies. Yet, many aspects have to be
taken into consideration such as the implications of their deployment,85 for instance, what
about the liberty we feel walking down the streets, developing our own personalities with
the interaction in the public market of ideas. There are many possible effects depending on
how they are deployed, one not less important is the chilling effect it may have on people’s’
lives, how more controlled they will behave if they know that someone is watching?
Imagine if our whole lives would be a complete panopticon?

As a final point, the use of Artificial Intelligence (AI) creates another layer of challenges,
as the study from the Berkman Klein Center fromHarvard points out ‘[p]rivacy is not only
implicated in prominent implementations of AI, but also behind the scenes, in the devel-
opment and training of these systems’.86 Thus, a framework for the right of privacy and
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data protection is important not only for the services powered by AI, but also for the devel-
opment of the technique itself.87

It is clear that our relationship with such new technologies has to be approached in a
careful and even minded way.88 In times of crises and especially under the COVID-19
pandemic, the dark face of technology is even more evident. Around the globe,
different governments have taken steps to tackle the pandemic using technological tools
that raised concerns regarding the citizens’ privacy.89 In that context, the IACHR has
adopted the Resolution no. 1/2020,90 motivated by what the IACHR itself described as
the use of surveillance technology ‘to track the propagation of the coronavirus, and to
store data on a massive scale’.91 By this Resolution, the Commission has explicitly
made recommendations on the right to data protection, namely that:

Governments, health providers, businesses and other economic actors involved in the efforts
to contain and treat the pandemic must obtain the consent of such persons when gathering or
sharing their sensitive data. Personal data gathered during the emergency must only be stored
for the limited purpose of combatting the pandemic, and the data must not be shared for
commercial or other purposes. People affected and patients shall retain their right to
delete their sensitive data.92

People in general and in the Americas in particular can only reap the benefits of the new
technologies if the core values of our society (our human rights) are preserved. None are
more on the basis of such changes than privacy and data protection. The IAHRS, thus, will
have to deal with such issues and will have to face the fact that many of the countries will
deploy such technologies and that without a strong human rights framework, there will be
abuses and there will be a string of other human rights violations. At the very core is data
protection.

4.1.2. Forthcoming issues and debates
As we have already mentioned, the challenges relate – and the way to face them – to the
protection of privacy and personal data. There is a series of specific aspects regarding per-
sonal data and privacy that will have to be addressed through strong human rights stan-
dards as well as a framework for the implementation of the positive obligation States have
to provide protective regulation.

One of the first aspects that will have to be dealt with concerns the definition of the
nature and extent data can be processed. Looking through the security lenses and sur-
veilled cities, there is the question of which categories of data should be treated differently.
There is a growing consensus that biometric data, for instance, should have be part of a
special category and granted a different level of protection.93

For instance, the map of one’s face or the way someone talks or even walks. These are
very personal data which cannot be changed.94 Historically as well, some classes of infor-
mation have a propensity to be used in a discriminatory way. A person’s political affilia-
tion, ethnicity, gender, sexual orientation, economical situation, religion, and many others
fit into categories that should be treated differently.95

The IAHRS will have to define whether failing to provide such differentiation is a viola-
tion of the positive obligations under the American Convention. The OAS in its guide
already recognises this differentiation as presupposition, part of the ‘definitions’ necessary
to apply principles of data protection.96
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Not only such differentiation is necessary, but also an emphasis on how the technol-
ogies are structured. Algorithms deployed to make them work may not directly collect
and use personal data that is within such categories, but might use ‘proxies’, information
that leads to a similar conclusion on a personal characteristic that is sensitive. One
example is not using specific data on economic status or race, but the algorithm may
exclude a person from a specific zip code, an area where there is a higher concentration
from people that do carry one or the other characteristic.97

Such situations happen without the use of new technologies or, even less, of artificial
intelligence software. Yet, they are exacerbated by their uses in at least three ways. First,
ingrained in many algorithms there may be a bias towards one group or the other. The
engineers that developed them might not even be aware of such consequences. One
very quoted example is a hiring algorithm trained with a database that was majorly of
male applicants. The artificial intelligence algorithm, even if not instructed, ended up
favouring male applicants even if there were eligible – even better qualified – female
ones.98 This phenomenon has been named ‘algorithmic bias’. A discriminatory praxis
that are either wilfully embedded in the systems (algorithm) or is an unintended result
of either erroneous selection in the database or of a mistake in structuring the algorithm.99

The risks of singling out persons and groups are further strengthened by the fact that
the data collected goes beyond what a person has imparted. It is collected the information
provided, the behaviour within the environment (on and offline) and what can be inferred
from the previous two. One popular example is in a study from Cambridge University that
could infer with a high level of accuracy a person’s intellectual prowess from a ‘like’ in a
photograph of a Curly Fry and could predict individuals political inclinations from their
‘likes’ in a photograph of a Kit-Kat.100 Out of very unsuspecting, innocent information,
other, sometimes much more personal info can be predicted.101

Big data and artificial intelligence challenge the idea of control over the shared data. Out
of ordinary information, much more sensitive can be predicted. The question is how to
deal with the possible abuses of such data. Coming from the private sector, there has to
be a way to limit and restrict their abuses. From the public sector, there reminds us of
another possible layer of social surveillance. The misuses can be for the singling out of pol-
itical dissidents or the monitoring of opposition or even of journalists and dissonant
voices.102 It can even prevent access to public services in a not so distant future.

The challenge is intensified by the fact that many services are being automatised.103 The
decision-making processes that are being employed does not require or take into account
the ability of having a human being either revising or explaining the decisions after its
deployment. For instance, if someone wants access to microcredit, the analysis of one
person’s financial history takes a long time for an analyst, for an algorithm, it may take
nano-seconds. Yet, who makes the decision? The algorithm. The questions here are
whether that person can complain if s/he was not accepted; whether s/he will have
access to the criteria being used; whether s/he has a right to a human intervention or
review.104

5. Conclusion

The IAHRS stands in the middle of a road that begins with the very concept of privacy as
related to the protection of family life and that, along the turns of the last decades, have
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steered the System towards an increasingly complex scenario. As everything turns into
data in a so-called data-driven economy, the challenge of the IAHRS will be to develop
a coherent protection that singles out which are the situations that could trigger the
mandate of the System. The IAHRS has to face such challenge and the only way is to a
priority in its agenda. It has to give the centrality that it deserves and has been given by
the countries in the Region.

Additionally, the development of new technologies will likely challenge the scope and
limits of the protection of data privacy upheld by the IAHRS. Profiling, algorithmic biases,
and the ‘black box’ aspect of automated decision-making processes are just a small sample
of what is at stake on the road ahead.

In order to comply with its mandate, the System will have to determine the level of
transparency and access to information individuals will have. The minimum basis for
information security and what is the guarantees related to biometric and sensitive data
are also important topics that will likely come along.

As privacy and data protection grow in importance to understand the world, the
IAHRS will face the challenge of protecting them under the umbrella of many different
cultural, economic and legal landscapes. The perils of the road will be many, but the
System has proven reliable in the past to adapt and to carve out, in a creative way, stan-
dards for protection of rights that are in tune with trying times. Technology might be just
one piece of a much larger puzzle but addressing this one right could be the most impor-
tant challenge ahead in the road that leads to a better safeguarding of privacy and data
protection in the Americas.
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