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Synthetic patient data
in health care:
awidening legal
loophole

Artificial intelligence in health care
has received widespread attention,
focused on deductive systems that
analyse datasets to learn patterns that
would be infeasible to programme.
However, more recently, another
form of artificial intelligence has
emerged: generative adversarial
networks (GANs). GANs is a form
of artificial intelligence with the
purpose of creating high-fidelity
fake data. The artificial intelligence
system is provided with a dataset
of real data and learns to produce
new data that retains the overall
properties of the original dataset
but is artificial. Synthetic data has
received considerable attention as a
method of protecting patient privacy
and augmenting clinical research.
Synthetic data carries the ability to
create fake patient records and fake
medical imaging that is truly non-
identifiable because the data does not
relate to any real individual. In a sense,
the synthetic data is a derivative of
the original real data but no synthetic
datapoint can be attributed to a single
real datapoint.’

The creation of synthetic data
carries great promise to protect
patient privacy, diversify datasets,
and enhance clinical research.
However, the rise of synthetic data
has also heralded an industry of
companies seeking to monetise fake
data and enable cross-border data
sharing beyond the confines of data
protection legislation.? Concerningly,
there are no robust and objective
methods of determining whether
a synthetic dataset is sufficiently
different from the original real dataset
to be classed as truly anonymous.
The absence of legislation covering
synthetic data presents potential risks
to consumers. For example, it could
give insurance companies free rein to
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buy and sell synthetic consumer data
that is technically non-identifiable
but retains all the properties of the
original dataset required to adjust
premiums for specific consumer
groups. Furthermore, although
technological companies are bound
by data protection legislation when
handling customer data for targeted
advertising, there are no obvious
restrictions to disseminating synthetic
representations of such sensitive data.
At present, there is no clear
legislation surrounding the use of
synthetic data. Although there has
been emerging interest in the positive
use cases of synthetic data, it is also
important that consumers and policy
makers are aware of the potential
drawbacks. It has been predicted
that synthetic data for building
algorithms will overtake real data by
2030 and financial investment into
synthetic data is increasing rapidly.>?
The potential benefits and risks of
synthetic data might be unclear, but
that does not mean they are unlikely
to occur.
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